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MOTIVATIONS
e Algorithmic Number Theory

¢ Computations of discrete logs in abelian varieties in general
¢ Jacobian varieties of algebraic curves are abelian varieties
e Cryptography: Diflie-Hellman < DLP, signature algorithms
¢ Elliptic curves = abelian varieties of dimension 1
¢ Transfer attacks: elliptic curves — hyperelliptic curves

How to compute discrete logs ?

\/ Index-Calculus algorithms
How “better” are they 7

X Generic algorithms
Exponential at best [1].

DECOMPOSITION ATTACK

Example over an elliptic curve E(F):
Given (many) R € E(F»), find relations as R=P; +--- + P,.

e summation polynomials ~ project group law on the x-line

P+ P+ FP3=0
algebra || 7T geometry

S3(r1, T2, x3) =0

e restriction of scalars gives polynomial systems
Take factor base F = {P € E(Fn) : zp € F,}.

s1(X1.....X,,) =0
1( b ’ n) Solve with
— Grobner basis

computation
Sn(Xl, c . ,Xn) =0

R=P +--+P,
P, e F

e Find roots of U over [,

— — e any root gives a relation
Xn—l + Qn—l(Xn) — . 1
U(X0) = X2 4 ... = 0 e Probability(root) ~ .

CONTRIBUTIONS

Improvements for decomposition attacks on
hyperelliptic curves

e (Generalization of summation polynomials:

¢ Computational definition:

1. Description of V,, p = {(P1,...,P,) : > P, =R}

2. Summation polynomials = Grobner basis of an elimination ideal

¢ Analysis of geometric and algebraic structure

e CodimV, p = genus o degV, g = 2m 8o

¢ BExploited in a new decomposition attack over hyperelliptic curves

e In characteristic 2:
¢ Reduction of D using Frobenius action

e Reduction factor: at least 271, up to 2(n—1)(genus+1)

¢ Decomposition attacks now practical for more parameters

e Harvesting over a meaningful curve

INDEX CALCULUS FOR JACOBIAN VARIETIES

a e J(C) : Jacobian variety of (°

C : algebraic curve

Inputs
G, H=|x|G 1) Select Factor base N too small: ~ N'too big:
harvesting linear algebra
l F = {Fl7 o ,FN} C j(c) too hard too long
2) Find IV relations:
trade-off
Harvesting  l/G+ [BlH=[cia] F1 + - - +ein] Fiv
T Among techniques:
Cij i Decomposition attacks
Base field must be [ n»
v 1) Com
pute v =~ O s.t.
Linear ~ ™
Algebra Cij v — 0 Complexity
inalg ~O(N?)  well-known
2) Use 0 to retrieve [x]
harvest. ~ [\ X Eind 1 reIatioD
Discrete need tBTeduce
Logarithm . y
]
POSSO WITH GROBNER BASES
. DRL Change ..
Original . Univariate
S sgtem — basis — order Solving
Y F4, F5 FGLM
A: degree of D: #solutions
regularity in alg. closure
n variables A\ W »
s equations O(S( A ) ) O(TLD )
In 3
Decomposition A = O(Dl/”) D = on(n—1)genus

attacks
Find 1 relation = O((n - genus)! x D)

Reduction: for elliptic curves: |2, 3|; for hyperelliptic curves: this work

IMPACT OF THE REDUCTION

For genus = 2, n =3, D = 2% = 4096, reduced degree D = 2° = 64.

e Toy-example for one try:

e Meaningful harvesting: #target group ~

Ratio
75000

Time for D
0.029s

Time for D
1500s

Tool
Magma 2.19

Fields
o5 |H?215

2184 using 8000 cores:

this work
~ T days

practical

Tool old
C ~ 30 years

unfeasible

Field
o903 ‘H?231

(optimized)

Linalg: ~ 2°° operations: whole algorithm is practical.
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